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CcC CyberConnector
CyberConnector  An internal knowledge collaboration site and social network that is
used to share all the informaticeamong partners. Referred to also as

CC.
DOW Description of Work
MST Management and Support Team
PC Project Coordinator
SC Scientific Coordinator
OSINT Open Source Intelligence
SE Social Engineering
Cl Critical Infrastructure
ECI European Critical Infrastature
CNI Critical National Infrastructure
SEO Search Engine Optimization
ASE Automated Social Engineering
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1. Introduction to the Social Engineering

The aim of this document is to present the evolution of modern social engineering and to

discuss its relabnshipwith modern cybercrime and cyberterrorism trend$e best way to

open such document is to report a classic definition of Social Engineering (SE onward in the

document), to better underline the difference between what is commonly perceived as SE and

gKIG Aa 0GKS OdzZNNBy (i amadydifferer? definitioksh i SEG buiNdies @ ¢ K

following is interesting because it is classic and belongs to theaked oldschool SENd &

the same timat is also generic enough to contain hints on wisahowadays SE 2.0.

Social Engineering (SE), in the context of information

security, refers to psychological manipulation of people

SOCIAL into performing actions or divulging confidential

information. A type of confidence trick for the purpose of

ENGINEERING . . . Lo

Bl The clever manipulation information gathering, fraud, or system access, it differs

- | of the natural human | | from a traditional "con” in that it is often one of many
tendency to trust. | . .

: steps in a more complex fraud schenThe tem "social
engineering" as an act of psychological manipulation is
also associated with the social sciences, but its usage has
caught on among computer and information security professiénals
Traditionally, the world of Systems Security mostly focuses on teobiwall threats coming
from the compromisedtechnological systems. Nonetheless, an information system is not

O2YLI2aSR YSNBfte o6& | GSOKy2f 23A OWen dedli@i 2 NE ¢
with Information SecurityK S & K dzY | y ¢  TFthe Ofier2fotgoteBusedvwh plagis2an
AYLRNIFYG NRES Ay | OB06SNIGGIO1® ¢NIRAGAZ2YI

factor a potential threat only in those systems
hackers andoften directly involve requiring_ «SI.ECURWN-DEP.TH [1] because for
attackers. Old school SE is an ea these situations all possible threats,_ also less
adaptation of the ageless art @ Commonones are evaluated up to the innermost
decepton to the modern levels.Thefollowing’.
communication media (mainly phont  The main characteristic ohistype of SE attacks was
and mail beside classic presence).  the high level of abilityequired by the attacker (very
few talented hackers in those years) and the direct
involvement in all the phases of an attack. The-sttioolSEis an adaptation of the ageless
art of deception to the modern communication media (mainly phone and earlyliseail,
beside classic presenca)lowing these few talented SE experts concentrate on very
valuable targets.
This approacilis calledold schoolmostly because the assumptiongentionedabove are not
true anymore: the SE threat is becoming increghirsimpler for attackers and ¢hrequired
knowledge is less than in the past.

Old school SE requires very talentt

H{SS 2X14{LBGAIT @yIAYSSNAY3
2 For example Mitnick K D and his famous Social Engineering twisted incursions, narrated in his books
(e.g. The art of deception: Controlling the human element of security, 2002; Ghbstwvires, 2011)
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A basic bibliography of the ofEschool includege.g., the ability of D. Mitnick or Frank William
Abagnale Jr. to trick human@)][3][4][5].

At its roots, the early social engineers were all IT experts or talented hackers. Despite being
well prepared in hacking logics and personally talented, their resulisre not comparable

to the results achievablenowadays due to the involvement of professioals such as
psychologists, marketing experts or cognitive scientists in the hacking attacks.

The modern Social Engineering includes and extends these concepts into a wider vision
explained irthis document in the following chapters.

1.1. A practical definition of Information Security

GLYF2NXIGAZ2Y { SOdzNR dsehbolSEand, in treicéniddt of MB ¢uireitS R
document, it is useful to understand whatmears. According to the US Cddecan defined
as:

(MDEKS GSNY aAYyTF2NNXYIFGA2Y aSOdNAGee YSIya
systems from unauthorized access, use, disclosure, tmtupmodification, or
destruction in order to provide
(A) integrity, which means guarding against improper information modification or

destruction, and includes ensuring information nonrepudiation and authenticity;
(B) confidentiality, which means preserving hatized restrictions on access and
disclosure, including means for protecting personal privacy and proprietary
information; and
(C)availability, which means ensuring timely and reliable access to and use of
information.

This definition is based on the conddpat a person, business or government will suffer harm

if there is a loss afonfidentiality, integrity or availability of information.Therefore, the role

of information security is to minimize the possibilif/such harm occumng.

A moreconcisedefinition is the onereported in the ISO 1779%information security is the
protection of information from a wide range of threats in order to ensure business continuity,
minimize business risk, and maximize return on investments and business opjastudit

According to the previous definitiorSE is used tdisrupt Information Security by violating
the confidentiality, integrityand/or availability of an asset. Thdssruptionis exploited through
techniques and methods that leverage on the natunaitan tendency to trust systems, other
humans, ICT devices, etc.

3US Code Title 44, Chapter 35, Subchapter Ill, § 3542
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1.2.  Theoretic model of the social engineering threat

The definition of Information Security given in the previous section implies the protection of
assets that belong to a specific InformatioraSg which leads to the followingssumption:
f Assetd information space¥ The whole information space must be protected

Figurel reports a schematization of the components of an information space, which is
composed by two important elements, theumans and the technicsBoth, from the
information science point of view, store (i.e. knows) the assets that need to be protected (e.g.,
credentials).

\trust boundary

<information space> —
\
a " N
\}

\ .
Human countermeasures -‘/Techmcal countermeasures

V
1

Technics

specific asset
vulnerabilities,
problems & solutions

Humans
specific asset
vulnerabilities,
problems & solutions

i
y
1
|
1
1
1
|
[
|
|
|
1
I
]
1
1

\_ Y.

users System

Figurel - A general model of information spatieat includes the technological and human dataspaces

i ———— Al the_ conceptual !evel, these informa_ti_on

technological attacks is to creat €laboration subsystems interact through a transitive

collusions in the information trust chain[6]that essentially can be describeg
the technical and the human stdystems trust that

elaboration system represented i
Figurel or, in other words, to abse | the other one is able to protect thieinformation

the trustchain between humans anc  space which means toffer integrity, confidentiaty

technics. and availability
The presence of a trust chain any information

elaboration systemimplies the followingassumption: the node granting trust to another one
does not have by design the instruments to check whHenttust is misplaced or brokdii].

Like anyother system based on transitive trust, the system descrilpgeigurel is vulnerable

to infiltration and Sybil collusion. The essence of human and technological attacks is to create

collusions in the information elaboration system represenitedigurel or, in other words, to
abuse the trustchain between humans and systems.
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Just as specific countermeasures in the technological domain have been largely explored by

the security community, it is now important to fully investigate the human dom@aie of

5hD! b! Qa YIAYy OKIffSy3aSa Aa (2 Ayditigateadl §S (
vulnerabilitiespresent in the human domairFigure?2 reports the situation thaparticularly
DOGANAut alsothe rest of the societyre facingoday

trust boundary

N
Y
\
v

<information space> —
A
\}

Human countermeasures \

Humans

specific asset
vulnerabilities,
problems & solutions

. /

b 4 o o ‘
s ) ;
v ~ K

’

Figure2 - Modern Hackersoncentrate on the human side of the information space with specific techniques and
methods

One of the biggest problemkbjghlightedin the attack scheme shown iRigure2 is that the
number of automatic attacks exploitable against a large number of people at the same time,
haveincreasedalarminglyin the recent yearsNowadaysmany ofthe mainstream security
companieél NE F20dzaAy3a 2y K2g (K[B|9fahddnie iyipotaftly O2 dzf |
how it can be protected10].

Probably the cornerstone that splits between old school and modern SE is the possitality
exploit the social engineering techniques on a largzale,using automatizeattacks

The transition from old school to modern SE was triggered dugfte current large amount

of data that is freely available and easily machireadable, the new trends in sharing
information and the advent of social networks. Traditionally the SE is associated to cyber
espionage or APTSs, but thanks to the improvement in the execution of SE attacks the number
of targeted attackshasincreased substantiayP.

4 For examplehttp://www -03.ibm.com/software/products/en/xforce-threat-intelligence
5 targeted attacks must not be confused with APTs, they share techniques but not intents and are a result of
commoditization and diffusion of SE techniques (skgp://securityaffairs.co/wordpress/40228/cyber

crime/targetedattacksvs-advancedpersistentthreats.html
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Thefollowing approach at a model level viewcould also be represented using a triangle
where the three corners areSocial (groups of people),Human (single humans) and
Technology These corners shape aagig where the asset exists and where all possible attacks
fall (Figure3 showsreal examples of conceptnd how theyare mapped in this theoretical
model). The oléschool SE isonfined into thespace between the human and social corners,
slightly closer to the humarand itst Of I a 8 A O¢ | LILINR | OK {(SSLla AG T
Other section, further down inthe document, describes howtrategies used irmodern
FGa1 O falknto®h® tinile.
Security usability

Shoulder surfin

phishing
[
Policies and maware

security Intrusion detection

Organizational cryptography

and social

factors

. M)
Social

Technology

Old school X Access control
Social Engineering

Information assurance

Figure3 - A triangle of security made of three corners SediainanTechnology with some real examples of
mapping

1.3. Impact of Social Engineering on the modern security

Snce most of cyberattacks include netechnological exploitsthe impact ofSE on modern
information securityhas increased significantljRecent statisticfl1][12] provide additional
and relevaninsightsuch as the following

1 1year is the medium time to discover an attack performed via SE.

1 5isthe average number cdmailsneeded to create an entry point in a company.

1 Attacks are typically discovered by third parties.

Attacks have become narrowenvolving less generic victims at the same time. This is on the

one hand a consequence of improved hiding tactics, whds&a A& (2 1SSLI GKS |
0KS GKNBaK2f R¢ NBRdAzZOAYy 3 (KS shyhdafhbetepriorEAy 3 R
selection ofthe potential targets and thus more aggressivasageof SHechniques

As mentionedin a previous section theurrent protection strategies address information

systems whilst, in practice both humans and information systems cée considered as

access points to major assets.
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For instance, login credentials are considered as critical information, either djréwtlyare
an important assetr indirectly, they need to be stolehecausehey are the main entry point
to that important asset
Credentialsare often stored as encrypted information in one or more systems. However, they
are also "stored" in personal devigesheets of paper, etas well as memorized lusers.The
approach ofSEis to acquirethe credentialsby focusing the attack ohumars rather than
systens. The last onesan be easily hardened and improvedaking attackersvork harder
and dedicate more resource® access themwhile human behaviourns more complex,
subjective and harder ta LJ- { QIB]S R €
In this context, enterprises havg become extreme Enterprises have becom
v.ulng.rable,. even Iargg companies that harede extremely vulnerable and recen
significant investmentsn security and ofteroperate  4ttacks have had major societ:
worldwide have experienced attacks that exploit th jmpact. Good old days o
human element of (in)securityL4][15][16]. (in)security are back.
This situation shows that the strategies used in
modern attack influencethe way attackergplan and
focustheir actions against citizens and enterpris€lese strategiesriginate from the logics
of Advanced Persistent Threat (AR Tetailed in sectiom.1.1) andare directly associated
with Targeted Attacks (TAsThey arebeconing more popularthanks tothe continuous
improvementsregisteredin the SEdomain
TAs are an important vector during the initial phases of infiltratowl the early phase of such
attacks isusually speaphishing or contexaware phishing it depend on the level of
sophicticationof the hook Targeted phishing attacks are customized to reach a specific user
or community and thecustomization is implementedsingsocial engineering and espalty
crafted malwareThisissue integrates thbuman technologicabndconceptuakoncepts that
are currently present in theealworld and that mustbe addressed.
Research in security is lagging behind, and fully operational solutions that address this
problem (at an integrated levélare still not present on the markdi7][18][19]. Therefore,
companies currently face a major challenge due toldek of established countermeasures
[20].
GD22R 2fR RI&@a 2F O0OAYy0aSOdz2NAGe INB o6l Oléo
This sentence builds up the followipgrases regardingnformation securitywhere SE is one
of the main factors included ithe greatest parof the most relevant trends:

1 Main stream entities demonstrated to be incredibly weak against SE based d2agks

1 Crushing attacks can be launched even by a single att§2Xer

1 Awareness programs demonstrated to be incredibly inefficient along the y23{{24]

1 Classical protection technologies (e.g. antivirus, firewall, etc.) are less and less efficient

against these new types of attaclds’][25].
1 All the sectors of society and less targeted markets are increasingly attacked (e.g.,
health, insurance, SO, mining industry, manufacturing, small enterprises, &tc.)

6 See latest IBM-Korce Threat Intelligence Quartehitp://www -03.ibm.com/security/xforce/downloads.html
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1.4. Definition of the Social Engineering 2.0

SE is a weknown method of deceptiomlready used for a very long time, but the following
evolutions were very important tohange thecurrentlandscape:
1 The evolution of social networ&nd its scalabilitghrough mobile platforms and the
naive behaviouby users
1 Theevolution ofnew technologieshat make SE attacksnore sophisticated, such as
automation. This means that attacks can reach and impadarge number of
people/victims at the same time.

These two factors contributed to the evolution of the social engineering into a new
multifaceted phenomenon that we c&locial Engineering 2.0 (SE 2lOhcreased the number

of potential victims directly exposed on the internet.

It uses advanced automatic methods to gather and elaborate the information needed to
OF NBFdzA e aSt SO0 GKS a@AOlAYaEL D

Social Engineering 2.0 iadeed a complexfield that involves several heterogeneous
technologies and competencesigure 4 shows the most important technological and
scientific areas invohae

Modern OSINT

w Modern SE techniques use data
mining techniques to cave
information from data.

(ab)use of psychology,
personality profiling systems,
cognitive science models and
human related sciences

Malware Ecosystem 2.0

w SE became an important part of thg
malware 2.0 and the main infectio
strategy.

Changes in the infection strategies|

Evolution of the attack vectors
w Massive use of social networks ang

renewed forms of phishing, also
automated.

w Multiplicity of attack vectors
w Evolution of the human related

attack vectors .

The data available on the net is
huge. Monitoring of the digital
shadow is possible, whilst monitor
the digital shadow is not.

The Web 3.0 (webf data) is almost
here. Information abused for bad
purposes is a huge opportunity to
improve the efficiency of
information gathering in a SE attac

Automatic Social Engineering
Attacks (ASE)

w Automation of SE attacks through

information collection and data
mining and through the sentiment
analysis from Social networks
Diffused use of chabot, to start and
maintain conversations (mass soci
engineering attacks)

Automation of most phases of the {

attacks.

w

Professional use ehemeticsand
personality models of the attacked
users, especially of models coming
from theories of cognitive sciences
marketing and cybesociology.

Economic Drivers

w

As for malware 2.0, SE 2.0 is an
investment, so all attacks have a
common aim: making money.
Growth of identity thefts, industrial
spying, ordemand attacks (Dergf-
Service on demand).
Commoditization of SE services in
cybercrime and cyberterrorism.

Figure4 - Overview of the main characteristics/competences of Social Engineering 2.0

1 Malware Ecosystem 2.0SE became an important part of the malware and its main
infection strategy this implies changes in the infection strategies and in the
development process of new malware.

1 Modern Open Source Intelligence (OSINWodern SE uses data mining techniques to
cave information. This builds up the large amount of data that people orrpnses
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share intentionally orinadvertently on the networkK. OSINT is used to collect
information before the attack, hence beside digital shadows and footprints, there is
another interesting source of data that is increasingly exploited: the Web 3.0-¢iveb
data) [26]. Abuse of information publicly available for bad purposes is a huge
opportunity to improve the efficiency of information gathering in a SE attack.

1 (Ab)use of psychology, personality profiling systems, cognitive science models and
human related sciencesSE means hacking humansingthe maost efficient ways
available therefore, psychology and all human sciences are frequently used to gain
knowledge ofii KS & @dzf yp&seht inthé ditacked system (i.e., the human).
Reports have noted that ybercriminals in becoming more professional, are
increasinglyusing memetics [27][28] and personality models o¥ictimg29][30],
especiallynodels fromcognitive sciencel@1], marketing and cybesociology theories
[32][33].

Psychological profiling (for exampldentifying themost vulnerablevictims) [34][35],
use of memeticqd27][36] and sentiment analysi§37][38][39] are used to rapidly
contextualize and tailor attacks around selected victims with a localized apgroach

| Evolution of the attack vectorsUnderstand y 3  @psyaliblbgy @ndiow they think
hasleaded to chang¢éhe wayhooks are crafted and delivered.

The massive usage of SPAM iechnique that is not very used anymoreowadays
SPAMis mainlydza SR G2 02 f f Slow hangiKgSfruith 2 aGiLIXE S8R y &
cybercrime world with a low but constant flow iicidents

On the other handAdvanced Persistent Attacks (APai® the ones with the highest

results and theyuse massivelysocial networks and renew forms of phishing (spear
phishing, cotext aware phishing, collectively calledphishing). As result, attack
vectorsare multiplied and the modern #phishing are not anymore tied to specific
channels.

1 Automatic Social Engineering Attacks (ASBie of the most interesting points in the
evolution of SE has been the possibility to automate nadshel G 0 O1 Qa LIKI &S
factincrea®sthe efficiency of mass social engineeroased attacks.

Automation of SBccurredthanks to the automated information collection and data
mining from social etworks also because of thenprovement of algorithms for
sentiment analysi§39].

"The amount of data intentionally shared on the network is usually cétligital footprint. This
concept is paired with the corresponding onecdigital shadove ddigital shadowis composed by
all the data spread or shared on the network, not intentionally and often inadvertefiky.sum of
digital shadow and footprint is a big source of information for attackdiaitoring of the digital
footprint is by definitionpossiblebecause the potenl victim is aware of its existencehilst
monitor of the digital shadow it is not.

8 Refer to the latest Symantec Internet Threat Report,

http://www.symantec.com/it/it/security _response/publications/threatreport.jsp
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1 Economic DriversThere is one important difference between malware and social
engineering aeating malware could be done for fun, to prove the technical skills of
the author, as a matter of factthe early generations of malware were born with this
intention, but on the other hand, usingsocial engineering fdiun makes less sense
social engineering has only one singéal deceive persons.

This difference led SE 2.0 to become an efficient instrunb@mtarry serious attacks
and afruitful investment.The gowth of identity thefts, industrial spying, edlemand
attacks (Dempf-Service on demand), commoditization of SE services in cybercrime
and cyberterrorism are all consequenagfghe evolution of SEO0].

The modern social engineanse a large and
complex mix of different competence
(technological, cybesociology,
psychological, marketing, design, etc.)

create a complete attack. However, at tr
same time the technological ani
cybercrime evolutions lowered the level ¢
complexiy required to perform an attack
exposing a larger number of potentic
victims to this threat.

In SE 2.0 ost of the technologiepreviously
mentioned have been developatiginallyin
different contexts,like the onescoming from
social marketing to helpcatching and
influencing social trends. However, at its core
Social Engineeringtents toinfluent peopleQ a
way of thinking, similarly to marketing, but
with malicious intentions.

All cited technologiesoriginally,are design,
develop and usedkegitimately, but they also

are abused by social engineers to perform
attacks and collect information, whicafterwards are exploitedin highly contextualized
attacks.
Summing upthe real criticism of SE 2.0 is the abuse versus the udehese technolgies.
Hence the problematic is not only limited to the technical world, it includes the psychology
and cybersociology areas.
Stience (i.e. human science) and techngl¢grg. social network scanninigglp toidentify the
three factors that defineSE 2.Gs illustrated byFigure3. Figure5 shows the characteristics
mentioned abae, which are then described in following sections.

% A fundamental evolution in the attack techniques is the application of cognitive sciences and
semantics technalgies in the modern social engineering attacks, in ordeautomatically profile
personalities and find potential victims on large mass of online persons.
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Social Engineering 2.0

\

Attack the human
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Figure5 - A triangle of security made of three corners SediainanTechnology with evidence of Social
Engineering 2.0

1.4.1. Malware Ecosystem 2.0

SE 2.0 is nowadays the most efficient and economically relevant instrument insed
cybercrime Malware has been particularly affected and it has becaxiemely different
compared to themalware that was identified irecent past.
The main Malware 2.0 enacteristics are the followindd41]:
1 Lack of a single control centre and ability to adapt the infection to the attacked
machine
Extensive use of methods to fighAv systems
Victim machines take the role of servants and attacks get more discrete
Intense production on syntactignot logical- variations
Short and targeted attacks from many directions
Intense and advanced use of SE techniéies
Modularity and compxity of infections
Malwares and SE follow the markets laws governed by supply and demand (¥2faS)

= =4 -8 4 8 4 -9

10 Common welbased attacks include malicious URLs, compromised web pages (aka watering hole attacks),
drive-by attaks, driveby-download, driveby-infection, web backdoors and browser exploits.
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Since 2000, the statistics of malware reported
by McAfee[43] show a clear predominance of
Trojans versus two other categoridotentially
Unwanted Programs (PUPs) and Virus and BOTSs.
This predominance lies behind the definition of
Trojan: a Trojan ia malicious program unable
to infect a machine on its own, it requires a user
that executes it (i.e. click over a link or open an attachment). The user must be convinced to
doit, and usually is convincetirough a hook. The creation of a hookust be arefficient
and reliable procesm orderto deal with the challenges of cybercrime industand Social
Engineering has become the right instrumémtachieve it
25 In the information spacemodel Figurel),
the main characteristic of a Trojais that
20 /y the exploit starts in the human side and
15 14 , "«,‘ continues in the technological one.
10 "a‘ p Counted as 100% the overall vulnerability
Y \‘ /\f \ abused by malware, resulting by a sum of
! human and technological exploits, what
O o rrrrrrrrrrrrrr o differentiates the malware today is the
2002 2003 2004 2005 2006 2007 2008 . . .
Quarters relative complexity of the human exploit,
Figure6 - The number of Epidemics is Which Sjmpl.ir.ﬁes Ehe teChnObg.ical (?ne' A -
decreasing, also today (source: Kaspersk hyoO S_ UKS . K dzJA#] i bypatsedlB o | t
the Trojan has direct access to the PC
without yet exploiting the technological systethis is usually simpler than writing automated
viruses. The technological exploits that follow are logically a consequence of the initial human
side exploit.
As a result, nowadaysapproximately 76% of the overafialwareproducedare Trojans.
Beside the absolute predominance of Trojans, there is another interesting trend, reported by
Kaspersky up to 200R15], the progreswe disappearance of global epidemics in malware
(Figure6).
The assumptionaboveas that malware creates profit as long as it stays undetectekdich
implies the folowing conceptghat are almost the samé&om the definition of malware 2.0
reported above:
1 The victims are more targetedmproving the selection process prior the real
attacks
1 discretion of attacks, hence redng the number of infected machines, digital
shoulder surfing, sho#lived attacks on multiple channels
1 increasedthe interest in keeping systems compromised but infected and
responding to remote controllers

hyOS GKS KdzYly aFA
Trojan has dect access to the PC withot
having exploited the technological syste
yet, and this is usually simpler than writir
automated viruses.

Epidemics

5

11 The hook is the element that catches the attention of the victim
12 Source: PandalLabs Report Q1 20i://goo.gl/3gZEdn
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1 redudngthetimeto developnew malware andncrease heavailability of efficient
exploitkits?

Figure7 showsa comparison between the structus®f two genericmalwares: malware 1.0
on the leftand malware 2.Q on the right.

The left sideshows that a malwartypicallyconsistof three different routines: hiding, seek &
search and infectionwhichis the commonstructure of an automated infection malwaré
should be able to infect any type of systdecausets infection business plan is flat: malware
infects any systerthat isvulnerable, without much discretion afmt selection. This type of
malware was common in automated infections and it is the equivate®PAM emails.

.......................................... i
engine

Hiding routiné

Cryptographic

.........

engine E seek&search

éseek&search Infection e i _routine Infection
i routine routine routine
malware 1.0 Paioad malware 2.0 Payload
Infection Infection
] alicious
Replication Automatic <ion Code
restart 2 J £

Automatic
restart

Figure7 ¢ Comparison of the structures wfalware 1.0 and modern malware 2.0

Modern malware 2.0 (right side) has a different structure because of the crucial role of SE in
the infection procesghe consequences are the following:
1 Thereis no need of privileges escalation in the infected system
o The attacker gets in touch directly with the person who handleséngetas®t
0SOlIdzasS Yl yl3IAy3a GKS technicilijeasiens expléitS dza SN
1 Asymptotically the infections areILwith carefully selected victims/targets
o Ad-hocmalware, no families, custom writings even using high level languages,
no epidemics
1 Less need to hide
o0 Usersallow the malware to enter the system, becaudwy are convinced
beforehand
o0 The malwareneedsless polymorphism and mutationdecause itdoes not
need to abuse the cracks of the protection
1 Large infections are not used for madtthe remunerative attack&nymore, they are
used mainly tgoroducelow level constant incomes and oftém createnoise, to better
hide adhoc infections

13 Angler, which ishe most prevalent exploit kibday, is a good samptef the sophisticationlevel
Achiewed (ttps://threatpost.com/analyzineanglerthe-worlds-most-sophisticatedexploitkit/110904/),
accessed November 2015.
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0 Seeké& search is almost useless because the right system is directly targeted
0 (Automatic)Replication is not an issue anymore
1 Extremely big malicious payloadl is now quite common to find payloads with a
dimensia of 20Mbor more. Theyare oftenwritten in high level languages

o One of the most challenging tasks for modern malware is the crawling of the
GAOGAYAQ AY T2 NXeedingd yser aridhfedtBigytheir systeiin S NJ
with an adhoc process, the malwarneeds to understand which data the
victim really accesses.

0 TherearermanyY 2 NB HARNKELIGNRGAY T LI &f 2FRa gAl
instead of usingAssemblemwwhere it isdifficult.

0 Attackers use milti-stage infection procegsandincreasingly uséroppers in
order to update the scripts

This vision of how malware evolved positions the problem of SE 2.0 into a wider scenario:
mitigating SE attacks would also mitigate modern malwares.

The technical skills required to develop a new malware are reddcédving SE in place
before exploiing the technological attac impliesthe possibilityof attacking thefew useful
victims with 1:1 customized aldoc attack$®.

As a result, Malware 2.0 does not need to spread across a network or to escalate privilege or
even use unknown-@ay bugslt needs a strongly customized behaviour to hit just one user
on one machin®, concretely theuser that owns the assehat the attacker wants. This
situation recently led Symantec to declare that standard defence systemstiagruses are
dead[17]. This is the same concept expressed many times across the latest years and referred
by the AVID buzzword (Ar¥irus is DeadR5][46].

1.4.2. Modern Open Source Intelligence (OSINT)

_ _ _ Open source intelligence (OSINT) solutions
OSINT is used in the prepéom phases’. nrovide access to a wealth of internal and
of an SE a:ta]f:::] agd_t'tlsf g(t)al_ :S 4 external data frommillions of sourcesvith the
measurement ot the digiial ToOIpMnt anc 10 i of helpingboth governmental agencies
shadow, with licit or illicit (e.g., fake : X ’

. . and private sector businesses make informed
identities) methods. . .
decisions every daj47] , which demonstrées
that it is used not only for malicious intents.

14 Source: PandalLabs Report 20i13p://goo.gl/MjFYBm

15 Therefore the watering pool attacks and the malwarelhext infections are nowadays one of the
most actively exploitetechniques of infectiofl10].

16 Two recent sample are the Trojan.VikNok.20htp(//thehackernews.com/2014/05/beware
cybercriminalsspreadingclick.htm) and the Trojan.PoSeidon.2015
(http://thehackernews.com/2015/03/poseidoipoint-of-salemalware.htm), but also CARBANAK and
TURLA share thegeneralcharacteristics.
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In the information securitysector OSINT is used to gather knowledge of the system under

attack (e.g. via google hackifg8] or dumpster diving’ or extraction of documents

metadata®). It is a classic methathat has beerusedfor afew yearsnow and it couldbe

nameda h{ Lb¢ 27F Of IFagara80 a2 dz2NDSa¢x aSSs

Apart from this the increased amount of data shared on social networks (see Chapter 3) and

the fact the processingt is not complicated have madsocial Intelligend€ and Social Data

Mining techniques mainstream.

One of the last additions tthe long list ofOSINT technologies is the LinkagknData that

that is being increasingly usedross the wepevenvertically for specific web giants (e.g., the

Google universe of services) whialows to crossorrelate also other data and enrich the

digital footprint and shadovpreviouslydefined in this documenit: large data can be mined

for intimidation such as facts of malware, anomaly, or phishing.

As said above, the OSINT could be abuseaghther knowledge in the preparation phases of

a SE attack, for examplasing an aggressive information gathering process. The information

could be collected in two ways:

w Actively Creatngof a fake profile on a social network and request friendshipi¢timsin
orderto accessnformation sharedprivately

w Passively Collectng information that has beenfreely shared across the web and
correlatng itto different cyber profiles (this operation is called remediation).

17 Es http://searchsecurity.techtarget.com/definition/dumpstediving

18Es. OSINT with FOCA 2#ps://holisticinfosec.org/toolsmith/pdf/march2011.pdf

19The term SNASocial Network Analysits)also used

20 For example an attacker can gethe GPS posiin of posts (e.g., Foursquare) to understand the
places visited by the user and cross these information @ittogle Maps taollectinformation on
@A Ol A Wa@ntedts | f
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Social data mining

uSocial networks exploratio

wCollection ofpublic
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Figure8 - The role of OSINT in the Social Engineering 2.0

OSINT is one of the most powerful toalsed inSE 2.0it is efficient because of the large
amount of data that people voluntarily or inadvertently shawa the Internet[49]. This
modern tendency to oveshare information on the network is one of the most interesting
aspectsabout this topic.Social Network operators incentivizkis behaviourbecause it is
beneficial for their marketing strategies (sesection 3.4.1 Intelligence or information
Gathering?™.

1.4.3. (Ab)use of psychology, personality profiling systems, cognitive science
models and human related sciences

This document defines SE as a set of arts and techniques that can be usedhomac€DS

in order to violatetheir information space, gain access to sospecificasses or facilitate the
exploitation ofatechnical system.

One of the most important areas of improvement is the introductioh advanced
psychological methodm the process of an attackHowever, extending the concept, if the
FGalr 018N glyida G2 FTAYR & |[5D)itcoul geSigspitdrifiom (G K S
all the sciences listed iRigure9, which are all human sciences.

Nowadays psychology and cognitive sciences are among the most used, either to improve the
defence systms (e.g. behavioural securif$pl]) or to improve the effectiveness of the

21 For example refer to the fearless and frictionless sharing of Facebook awtidinges in the privacy
habits[53][54]
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attack$? However, there is still little investigatigim terms of people investigating and money
spent)of other sciences in the area of security. These are open questions:
1 Which psychological modei® hackers of Informative Systerapplyto deceive users?
1 How much are psychology and cognits@encesbusd to perform modern attacks?
1 Howdo other human sciences contribute to the creation of modern attacks?

| hacki
wsa = Actors/Theatre
\ y, Psychology

/ Training
~ agogy Didactics
v ] ® :
urispruaence ~ memetics
cracks between the laws P % «//{Cognltlve Sclences]

Industrial Sociology

Organizational Sociology Social Sciences |~

Systems Sociology

/
\/ /
cognitive models

Normative Processes '
Policies ! J
/ ‘ / \ '\\ guerrilla marketing
// / \ ~\\- social network influencing
\ viral marketing
/ \

\ modern marketing
y - =

[Communication Sciences]r \

Usability

Figure9 - Hacking the Human OS means to (ab)use all the human related sciences

1.4.4. Evolution of the attack vectors

An attack ector could be defined as the method used to penetrate the trust zone of a user or
a technological systeiim order togain access to its information space.
An attack vector, aits technical level couldbe aRl &8 06dz3x & GKS KdzYlyaQ
tKS € AGSNI GdzZNB Aa OFffSR I aK2211 éB53%™eSheSt SYSy
concept of an attack vector generally extendd so it includeseverythingthat violatesthe
information spacefor example, a phishingmailwith its attachment oran infectedink are all
togetherconsideredan attack vector.
The followindist of attack vectorss sorted from themost challenging (plsycal presence) to
the easier (social network#) deal with.
1. The physical presends the most complex attack vector, whespart fromthe hook
the attacker must control all the newerbal elements (also the unconscious ones): e.g.,
not revealing theirfinal intentions through nosverbal behaviour.

22Thesesametechniques are used al$o marketing, theBehavioral targetings a marketing technique

GKSNB LIS2L) SQa 2yt AyS o0SKI@GA2NI Aa O NyiddviBudly yR (K
targeted Web advertisements to peodg2].

2 For a better adaptability usual§PAM have a tripartite structure (hook, threat, request)
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2. The voices a reaitime communication channel through which also some werbal
behaviour is transmitted (e.g. the tone of the voice, the pronunciation). It requires
somespecificskills to control them.

3. Thechat and instant messaging systerage reaitime interactive media, but through
a virtual channel. The communication channel is controllable aodon-verbal
messagesarefiltered (the attackers norverbal behaviouris not communicateyl

4. Theemalilis not a reakime interactive media, therefore the attacker needs to create
GKS FadFrOo1 O2YLX SGSte 2FFtAYS | goRvindeld NB
the victim just bylooking atthe email

5. The social networkt is not a reakime media bu it allows interactionamong users
therefore the hook of theattack can be adjusted according to tieA O (réadtidhs.
This is typically the easiest attack vector and the most abused today.

1.4.5. Automatic Social Engineering Attacks (ASE)

The diffusion ofdrge amount of machineeadable data via social networks has been the
turning point that speeded up the evolution of the automatic social engineering attacks.
Chapter 4 will furtheaddresshis issuethe evolution of ASE is the element that opened the
door to mass social engineerifgigurelOreports thecdclassi€ 6 phases of aocial engineering
attack from the initial gathering of information up to the final steal of a valuable afst
Chapter4 for further detailg. The interesting point heris that the phases from 1 to 4 could

be often easil§# automated[39][56][57].

24 Typicallythanks to relativelysimplescripts
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FigurelO- The six phases of a typical SE 2.0 atteith evidence of automated steps

(1) Generic information GatheringAn example of this phass the ceation of a fake
profile in one or more social networks, both for leisure and for business. The profile
must be trustworthy and studied starting from a preliminary information collection to
increase the likelihood of being accepted by the victim

(2) Develop all the possible relationshipg his step could be doraither automatically or
manually, the profile gains new friends (potential victims) aiming at entering the group
or gathering further information

(3) Select victim and target asseThe profile othe potential victim is based on what the
hacker wants to steal (i.e. the attacker needs to find a single persanegentlyhired
employee etc.). The phase ends when the goal is achieved (i.e. a good number of
potential victimshas been achieved

(4) Preliminary actions on the selected victinThe relationship with the chosen victims
gets deeper in order to gain the confidenceededand enoughreliability to attack

(5) SE AttackA direct attack is launched to thargetedsource. The aim i® gain access
to a specific asset (i.e. credentials). The methods can be: spear phishing
contextualized phishing or even targeted exploits. This phase needs the specific
competence of a social engineer and cannot be automated.

(6) Asset Stolenlt is theacquisitionof an aset, (i.e., credentials for systems access, digital
ID theftythe AY i NHza A2y Ay id2 GKS O2h¥ klqustiddaf LINBS Y A
A2YSBIYHBNSGEA O0APSPT A KRNémailomacash id 8 gidheySt &4 S Q
order)
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