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Disclaimer:

This document has been produced in the context of the DOGANA Project. The DOGANA project is
part of the European Community's Horizon 2020 Program for research and development and is as
such funded by the European Commission. All information in this document is provided "as is" and no
guarantee or warranty is given that the information is fit for any particular purpose. The user thereof
uses the information at its sole risk and liability. For the avoidance of all doubts, the European
Commission has no liability is respect of this document, which is merely representing the authors’
view.
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Executive Summary

Task 4.2. consolidates the knowledge gathered in Task 4.1 into a single psychological social
engineering model. By screening existing psychological models, DOGANA will develop the
DOGANA Social Engineering Model: a “Human centric framework for SE 2.0 attack defense,
and prevention”. This model will deliver the basis DOGANA awareness methods and the
DOGANA tools (design and implementation strategies in Tasks 4.3 and 4.4). It will be
evaluated during the field trials (WP7) and iterated based on the field trials results.

This deliverable reports on the outcomes of Task 4.2 and consists of the first version of the
underlying psychological model of DOGANA. It will be updated to a second version after
evaluation.
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1 EXISTING PSYCHOLOGICAL MODELS

1.1 Susceptibility Models

A number of previous models are concerned with different strategies and concepts
employed in phishing to influence the psychological susceptibility of individuals. This
includes Cialdini’s six persuasive strategies (Authority, Social Proof, Liking, Commitment and
Consistency, Reciprocity, Scarcity [1]), Gragg’s seven psychological triggers (Authority,
Diffusion of Responsibility, Deceptive Relationships, Integrity and Consistency,
Reciprocation, Overloading, Strong Affect [2]), Stajano and Wilson’s seven principles of scam
(Social Compliance, Herd principle, Deception, Dishonesty, Need and Greed, Time,
Distraction [3]) and Ferreira, Coventry and Lenzini’s combined model of Principles of
Persuasion in Social Engineering [4]. Their model includes five principles that combine
Cialdini’s. Gragg’s and Stajano and Wilson’s work (Figure 1): Authority, Social Proof, Liking,
Similarity and Deception, Commitment, Reciprocation and Consistency, Distraction. For
details see D.4.1.
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Figure 1 — A mapping of Cialdini’s principles of influence [1], Gragg’s psychological triggers
[2] and Stajano and Wilson’s principles of scam [3] by Ferreira, Coventry, & Lenzini [4].

Especially the effectiveness of Cialdini’s persuasive strategies [1] have been linked to
personality traits [5], gender and age [6], and masculinity and femininity [7], which is an
interrelation important to phishing susceptibility.

Kim et al. [8] additionally describe using rational, emotional and motivational appeals,
which they link to Cialdini’s persuasion principles [1]. These will evoke different responses
and influence psychological processes as well as coping mechanisms.

1.2 Information Processing Models

The Theory of Deception [9] focusses on the individual and subjective process of
recognizing deception, which relies on prior knowledge and spans four stages: activation,
deception hypothesis generation, hypothesis evaluation, and global assessment. Another
model concerned with information processing is the Elaboration Likelihood Model (ELM,
[10]), which distinguishes processing per central or peripheral route: Cuing the peripheral
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route is of interest in social engineering, because the peripheral route — in contrast to
central processing — does not consider individual aspects of a message, but focusses on
specific, pre-definable cues. Decision-making processes have been also described via O-S-I-R
models [11], [12]: O represents personality characteristics, motivational states and cultural
factors, which influence an individual’s interpretation of a message, S the signal, | the
interpretation (including motivational and experiential factors), and R the response.

Phishing has previously been analysed in the context of information processing [13], yet few
aspects have been individually studied so far: [13] included e-mail load as personal
characteristic (0), the individual's level of involvement, domain specific knowledge, and
technological efficacy as interpretation aspects (), as well as leakage cures as Stimulus
characteristic (S). They show that certain cues designed to short-circuit evaluation process
(e.g. by invoking fear) are used, how motivation can increase the level of attention, how
attention decreases under stress and in habitual use, and how knowledge influences the
ability to effectively elaborate. Their information processing model of phishing susceptibility
was able to explain 46% of the variance in individual phishing susceptibility. While this
model is thus a very interesting one, it has not been combined with more factors of
individual susceptibility. These factors, elaborated in D.4.1., are the basis of the DOGANA
social engineering model.

1.3 Technology Acceptance Models

Technology Acceptance Models (TAM, TAM-2, TAM-3) and the Unified Theory of Technology
Acceptance (UTAUT) will be considered in the further steps of awareness methods and tool
generation. They are especially important to consider processing in combination with
educative tools.

2 DOGANA SocIAL ENGINEERING MODEL

“Human centric framework for SE 2.0 attack defense, and prevention”

D.4.1. elaborated on several factors for susceptibility and social engineering design. Building
on human attack vectors such as personality, susceptibility, personas and connected
attributes (e.g. semantic and syntax), this document will present the DOGANA Social
Engineering Model (DOSE-Model) of factors that contribute to the social engineering
situation and outcome from the victim’s perspective of view. The DOSE-Model thus takes
additional factors into account, which are not attack- but victim-specific, to explain social
engineering success and failure.

The Human Attack Vector (D.4.1.) shows the use of certain vulnerabilities in social
engineering. These vulnerabilities are exploited by design, and form part of the victim’s
state during attack. Table 1 shows their connection to the factors of the DOSE-Model.

Social engineering and phishing specifically, uses several leverage points to succeed as an
attack — psychological landmarks that can be triggered and exploited:

Individual factors include age [14]-[20], gender [14]-[19], [21]—-[25], cultural background
and identity [24], [26]-[29], and organizational/social position and network characteristics
[30]-[34].
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Personality factors include personality traits (FFM; [22], [23], [35]-[39]), trust [20]-[22],
[26], [37], [38], [40]—[43], risk behavior [15], [21], [41], [44], helpfulness [21], impulsiveness
[37], submissiveness [36], [38], curiosity [45], novelty seeking [45], and personality driven
attention patterns [46].

Knowledge, habit and awareness factors describe awareness of, knowledge about and
experience with social engineering and phishing [23], [34], [36], [46]—[50]. Technological
knowledge [15], [47], [51], and especially domain-specific knowledge, computer self-
efficacy [13] and experience [21], [37], internet [19] and e-mail experience [36], [38] and e-
mail habits [35] have been shown to be important influencing factors for psychological
phishing susceptibility.

Cognitive biases and processing styles are concerned with cognitive capacity and general
individual cognitive preferences which can, for example, influence how much attention is
paid to e-mail richness [36], [38] and certain triggers [13], and by that modulate elaboration
and evolvement of a message.

Situational factors describe the situational modulation of the more general cognitive
capacity and attention e.g. via e-mail load [13] and stress. They also include perceived
threat/risk and perceived safeguard attributes: Perceived threat [19] is modified through
perceived severity and perceived susceptibility, perceived safeguard attributes through
perceived safeguard effectiveness and cost [19]. Perceived risk [42], [50] is an important
situational factor — it includes perceived voluntariness, immediacy, control, chronic-
catastrophic and severity [52]. We note current mood, emotional well-being and well-being
at the workplace as important additional situational factors influencing the outcome.

Table 1: The Victim Communication Stack (D.4.1.) viewed side-by-side with the psychological
landmarks it targets, and the psychological effects. The individual connections shown are
primary connections i.e. the landmarks that are mainly, but not exclusively, targeted by the
VCS.

Victim Communication

Stack Psychological Landmarks

Psychological Effect

Individual Factors

Persona Profiling

Triggering of

e.g. targeting age group 5 e.g. age, gender different factors to
Personality Factors increase compliance

S tic |l e.g. FFM t‘:ust :

emantic layer . ! Induce a certain

e.g. use of Persuasive Knowledge, habit and mode of processing

Principles ] | awareness (peripheral route)

Syntax layer e.g. computer self-efficacy Channel attention to

e.g. design elements _5. Cognitive biases and from cues

Medium e.g. mail, social
network

Device

Context

e.g. preferential processing
style, attention to cues
Situational Factors

e.g. attention, perceived
threat, stress and mood

Self-selection of
vulnerable users as
opposed to those
not “worth” further
effort
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Many of these factors are interrelated, and function as (possible) mediators of other
factors’ effects on susceptibility. The effect of gender on phishing susceptibility, for example,
has been shown to be mediated by age, level of knowledge and technical training. Figure 2
shows the interrelation of all factors mentioned in the above literature with an explicit focus
on gender and age as most researched factors.

All factors combined form the state in which the victim is attacked (comparable with the O-
Factor in [13]), and thus all influence the mode of processing and the attention to (specific)
cues (I-Factor) while encountering a phishing attack. This affects coping or non-coping,
employing or not employing avoidance behavior, and falling or not falling for phishing. For
example, leveraging personality factors can tap into a range of emotions, such as guilt or
diffusion of responsibility, to increase compliance, which increases the likelihood of falling
for the deception. Some of such psychological effects can be seen in Table 1.

= E-Mail Habits Segregation &
7 Connectedness

Network Position &
Organisational Role

Neuroticism Conscientiousness

Personality Factors Warning Behavior

Avoidance Avoidance \ Security Awareness

Number of Years on the Internet Internet Experience
Behavior Motivation
Prior Level of Exposure Risk Perception Experience :
Policy Awareness
L ———
Cue Perception — Cognitive
&Attention / i Lhanges > Awareness
Yt ¢

E-Mail Age "

3 Effect of Gender P Effect of Age on Culture & Disposition

Load on Susceptibility Susceptibility Ethnicity to Trust

—~) Gender L
A | & \Z Motivation
. \b ¥ to Follow
Different £ ; ;
. Situational Cagiiv
Internet Use Education —F——= Knowledge < —— Y
S Procedures
Attack Characteristics Confidence Profession &/
Risk behavior
Including Logos  First/Repeated Computer Literacy Beliefs
about Soft-

Mediation/effect found

Emulation vs. Behavioral Topic \ Techinical Khow: ware Effec-

Susceptibility ledge & Training tiveness Mediation/effect unstudied

—
—4 No mediation/effect found
—

Generic/Specific Knowing Phishing Consequences
Specific effect found

Figure 2 — Interrelation of Factors and Mediations for the Effect of Age and Gender on
Phishing susceptibility (based on the literature reviewed in 2). Note circular dependencies
e.g. age possibly influencing the disposition to trust, which may mediate the effect of age
on susceptibility.
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3 PRELIMINARY STUDIES

3.1 Areal phishing incident via Skype

In February 2016, 170 people were targeted by a real phishing event on Skype (Figure 3).
The individual whose account was hacked created a group to inform people who had been
targeted not to open the link. After receiving permission from the hacked individual, AIT
was able to post a questionnaire to this group. 11 People responded, five of whom had
fallen for the phish.

% http://goo.gl/RzFzMq#83094 =marcbusch-89

Figure 3 — Link received by a targeted individual during the Skype phishing incident. Note the
personalization of the link, using the target’s name.

This real incident provided us with a unique opportunity to collect ecologically valid data -
an actual phishing study is insofar superior to phishing emulations (also called phishing 1Qs)
and survey data, because it allows an actual look at individual, natural behaviour — including
a number of situational parameters, which are usually not present in lab settings. Since this
has been a real incident, it also has different ethical implications than a phishing study —
participants were not deceived by researchers but only questioned following an incident in
their daily life.

3.1.1 Survey

The survey included questions about the phish, about the situation and about their person
(Table 2).

Table 2: Questions from the survey sent out after the real phishing incident.

Question Question
Type

Did you see the link that was posted on [the senders] Skype Account (i.e. the
phishing link)?

Did you see the warning about the phishing link?
What did you see first? (actual phishing link or warning)?
What were your first thoughts when you saw the phishing link?

Phishing Have you clicked on this link?
Incident

Details Why did you click on it? / Why did you refrain from clicking on the link? 2

Did you at any point realize that this is a phishing link?

What made you realize that this is a phishing link? @

At what point did you realize that this is a phishing link? @

What did you do after realizing this is a phishing link? @

What could have helped you to realize that this is a phishing link? @
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Overall, how was your mood when you saw the phishing link? (Very
unpleasant - Very pleasant)

What did you do before you saw the Skype message from [the sender]?

How busy were you before you saw the Skype message from [the sender]?
Situational (Not at all busy - Extremely busy)

Factorsand Where were you when you were opening the Skype message from [the
Habits sender]? (Home/Work/Public Transport/ Other)

Approximately, how many messages (e-mail, WhatsApp, Facebook, Skype)
did you receive the hour before you were opening the Skype message from
[the sender]?

How do you usually handle links from Skype contacts?

Individual

Age, Gender, native language
Factors

2 Presence of the question depending on answers on questions above

3.1.2 Results and Discussion

The responses indicated personal and situational factors for susceptibility — three of five of
the individuals who fell indicated this being due to their trust in the sender:

“[The sender] is a trusted professor.”

“Because | trust anything [the sender] sends me!!l”

“It is impossible someone hacked [the sender]”

Two others noted their habits and attention as reasons for falling for the phish:

“[It fitted a circumstance -] | didn’t reflect on it, | clicked it habitually.” [Translated from
German by the author]

“I did not read carefully what is the address in the link. [sic!]”

The survey also showed that the participants had varying views on how much messages/e-
mails are “normal” or “many” for them — such varying perceptions of message load and
stress could also differentially contribute to susceptibility.

Of the five people who clicked on the link, only one did not realize it was a phishing attack.
This individual noted that they would have realized the attack had there been a message
attached which would use different expressions/language than the hacked person normally
would. Those who did realize the deception after clicking on the link noted the content of
the website, and in one instance, the changing of the URL as clues. Those who did not click
on the phishing link additionally mentioned the absence of an accompanying message, the
link being unexpected and the awareness of a similar situation. They for the most part
reported to have been suspicious but not sure that it was a phish, and confirmed via the
warning posted in the group or via asking the sender. Though four individuals reported they
usually ask the sender what a link is about when the receive links on Skype, only one did.
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Coping strategies for individuals who fell for the phish included closing the website, clearing
the history and launching their antivirus. One individual who didn’t fall for the phish still
cleared the chat in which they received the link; another warned their colleagues of the
attack.

Though the sample size is limited, this phishing attack provided AIT with the opportunity of
establishing trends that could be important to ascertain in following studies. Trust was a
major factor in this small study — while this is an interpersonal event, trust also plays a role
in more standard e-mail phishing — mostly in the form of credibility.

Apart from trust, the results also indicate situational factors, which will especially looked at
in the following study.

3.2 EmoPhish — Emotional status as susceptibility factor

Situational susceptibility factors are rarely studied so far: While some progress has been
achieved in including e-mail load [13] and e-mail habits [35] in the picture of phishing
susceptibility, the emotional component provides a stark research gap. This is a major
shortcoming to phishing research, since it is very likely the mixture of targeting (randomly
via quantity or specific via spear-phishing), context and situational factors which succeed as
opposed to only one element. We thus wish to address two possible emotional pathways:
1) To elucidate situational emotional predisposition as deciding factor if people fall for phish
and 2) to report on the emotional impact of phishing via legitimate e-mail, which
contributes to phishing susceptibility.

For the study, AIT will create an assessment centre-like setting. This will on one hand mask
the phishing detection element as e-mail sorting in order to “assess organizational skills”,
and on the other hand allow us to assess individual characteristics e.g. cognitive style,
personality measures via separate “assessment steps”. It will also aid to put participants in a
situation where they feel involved and put in effort, and will overall provide better
immersion than usual phishing emulations. Controlled message load and engagement will
additionally elucidate habitual e-mail behaviour.

3.2.1 Methods

Participants will be briefed in the beginning of the study, and debriefed at the end. The
briefing will include their first consent to participate in the study, which will be explained to
them as a study testing assessment-centre proceedings. They will be informed about the
procedure and about any recordings made, specifically about the use of eye-tracking in one
of the assignments. The phishing focus of the study will not be disclosed in this briefing.

Instead, they will be introduced to the situation of an assessment-centre and asked to
imagine they were really taking part in it, and wanting to succeed to a job interview. This
will be done to give some sort of framing to the inbox sorting task and the whole test
battery. Giving participants framing is important so they do not wonder about the purpose
of the study and focus their attention on recognizing the study purpose. The “assessment
centre” will consist of three parts:

In the first part, we will assess four characteristics — need for cognition (18-item, [53]),
executive functioning (via the Tower of London Task), field dependence (via an Embedded
Figures Test) and processing style (e.g. via OSIVQ, [54]).
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In the second part, participants will perform an e-mail sorting task, which also includes
phishing e-mails. We will measure time for processing each e-mail, correctness of the
sorting and overall processing time. Though these do not constitute our primary
measurements, they will be used for comparison with other studies and are necessary for a
thorough investigation. We will measure general emotional state and emotional effect via
the Noldus® FaceReader (Figure 4) and/or physiological stress measures. An eye-tracker will
be used to understand the elements individuals triggering emotional measures. Subsequent
to the task they will assess how stressful they experienced the task, how attentive they
experienced themselves to be and how the incoming e-mail load felt to them.

_ -
s Ly ty
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‘

Figure 4 — The Noldus® FaceReader in Use (Picture © AIT — Aris Venetikidis)

As a third part, participants will receive a questionnaire to assess personality factors (e.g.
FFM, [55]). They will then answer some concluding questions (technical and domain-specific
knowledge, self-efficacy, demographics) and be debriefed. In the debriefing they will be
informed about the real intention of the study (to capture the emotional component of
phishing and to measure cognitive processing styles with the management of phishing e-
mails). They will be offered to withdraw their data from the study. More information on
deception in DOGANA can be found in section 4 (1. Pre-Study Informed Consent).

4 PLANNING OF USER STUDIES TO DEVELOP PSYCHOLOGICAL MODEL

In WP4, a psychological model underlying social engineering will be developed and
validated. In order to do that, AIT will perform several user studies in which companies will
be attacked. The goal of the attacks is to determine which factors contribute to the
susceptibility to fall for social engineering attacks. Participants in the studies will be the
DOGANA partners as well as external companies recruited by AIT (see below the proposed
recruiting letter). There will be no specific selection criteria for participants as we aim for a
heterogeneous sample to draw meaningful conclusions. We aim at a gender balanced
sample and a broad range of age.

All user studies will be performed according to the following scheme (Figure 5):

© DOGANA Consortium Page 14 of 27
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Post-Study Monitoring of
Social Engineering Informed Consent psychological

Pre-Assessment

of Susceptibility Attack (e.g. Phishing) and Information on effects of attack
Factors Deception and deception

Pre-Study Informed
Consent

Figure 5 — Succession of user studies within the project.

1. Pre-Study Informed Consent:

Participants receive a pre-study informed consent (see below), in which they give
consent that they participate in studies around “ICT at the workplace (covering diverse
aspects such as health, wellbeing, safety, security, culture”. The pre-study informed
consent will not disclose information about the real intention of the study (to attack
people with social engineering methods and to assess their susceptibility to these
attacks and the factors that determine this susceptibility). Disclosing the study focus and
intent to participants would compromise the vulnerability assessment taken by the
study: Participants would be biased through their knowledge and heightened concern,
which in turn would influence their reactions. To avoid such invalid results, we opt to
use deception in the pre-study informed consent and to employ a second informed
consent with full disclosure at the end of the study.

Deception in DOGANA: In some psychological studies researchers deceive their
participants in order to get unfiltered and unbiased results. According to the
American Psychological Association?, deception in research in justified if:

1. The study’s significant prospective scientific, educational, or applied value
requires deception and effective non-deceptive alternative procedures are
not feasible.

The study is not expected to cause physical pain or severe emotional distress

Psychologists explain any deception as early as is feasible and permit

participants to withdraw their data
In DOGANA, we see a high prospective scientific (development and validation of
psychological social engineering model) and applied value (design input for
awareness methods) (1). We don’t expect the study to cause physical pain or
emotional distress (2) and we will debrief participants with a post-study informed
consent (see below) as soon as possible (directly after the attack) and permit
participants to withdraw their data (3).
Some studies show that participants in deception studies vs. participants in non-
deception studies “enjoyed the experience more, received more educational benefit
from it, and did not mind being deceived or having their privacy invaded” [56].
Deception is a commonly used research method, since the by the 1970s, the use of
deception of social psychology studies has reached 50% [57].

1 http://www.apa.org/monitor/2009/04/ethics.aspx
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2. Pre-Assessment of Susceptibility Factors: Participants receive a link to an online
guestionnaire in which we will assess factors that could potentially contribute to the
susceptibility to fall for social engineering attacks. Not all factors will be assessed in
all studies; their use depends on the concrete goal of the study and will be based on
previous studies of social engineering susceptibility. While a number of factors have
been previously researched, we will also include several new factors. It is especially
important to note that some previously investigated factors have not been studied
in this context or in combination with specific attacks — their renewed inclusion is
therefore on one hand due to fill this gap and on the other hand necessary to
understand the interrelation of susceptibility factors. Some of these factors are
sensitive information, thus more strict data protection provision will be applicable.

3. Social Engineering Attack (e.g. Phishing): Attacks can be administered via several
modes (e.g. e-mail, WhatsApp, face to face, via USB sticks, etc.). This project will
focus on e-mail messages as a major distribution vector. The design of the attacks
will all be based on collections of persuasive strategies (e.g., [1]), existing phishing
examples and analyses of real attacks.

4. Post-Study Informed Consent: Participants will receive a written explanation of the
actual goal and procedure of the study and will have the right to withdraw their data
from the study.

5. Monitoring of psychological effects: Participants will be interviewed and assessed
with questionnaires sometime after the attack to make sure they are not
emotionally stressed. If so, we will suggest aftercare measures. However, the
chances that they will be emotionally stressed are estimated to be really low, also
empirical studies on deception back this estimation [56].

The data collected in these studies will be hosted on the web space from AIT Technology
Experience Department (www.tech-experience.at), which is hosted at all-inkl.com
(https://all-inkl.com/). All servers are located in Germany, hence German data protection
law applies, which is one of the toughest in Europe. Current state-of-the-art security is
guaranteed by our web space provider all-inkl.com. Access is only granted to dedicated AIT
personnel involved in the data analysis activities in DOGANA (Marc Busch, Peter
Wolkerstorfer, Michaela Reisinger, Peter Frohlich, Manfred Tscheligi). All collected raw data
will be deleted 1 year after the DOGANA project has ended.
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5 STuDY MATERIALS AND INFORMED CONSENTS

5.1 Pre-Study Informed Consent

Research project on new information and communication technologies at the workplace
Dear Sir or Madam,

Your employer provided your e-mail address to us — we are the AIT Austrian Institute of
Technology (http://www.ait.ac.at/?L=1), a non-profit independent research organization
located in Vienna, Austria. Together with our partners we would like to invite you to
participate in our research project:

Upcoming information and communication technologies (ICTs) will affect the way we work.
New devices, cloud computing and new ways of working (e.g. increase remote work) can
either make our lives easier or more difficult. To shape the way how we will interact with
ICTs in the future, we perform a series of online and field studies to understand how people
interact with ICTs at the workplace and how they are affected by ICTs in aspects related to
health, wellbeing, safety, security and culture.

All data that you provide during the studies will be securely hosted at AIT. We guarantee
that the data will be analyzed and viewed in an aggregated way only — we will not analyze
data of single participants. Only employees of AIT will have access to the data and can
analyze the data. The data that we collect will be kept until 2019. For this study, Austrian
privacy law and requirements are applicable.

If you'd like to participate click on the “Continue” button below and fill out our short
registration form (It will take less than a minute). We will contact you in the near future to
invite you to online questionnaires or telephone interviews. You can withdraw from this
project at any time without providing any reason. If you like to withdraw your data, or if you
have other questions or concerns please confidently contact Marc Busch from AIT
(Marc.Busch@ait.ac.at; 0043 664 8894935).

“Continue”
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5.2 Post-Study Informed Consent

You have just been phished. Phishing is an attempt to acquire sensitive information of
people or organizations (e.g. passwords). This phishing attempt was part of the research
project on information and communication technologies at the workplace for which you
registered some time ago. In this registration, you were told that we would investigate how
information and communication technologies change future workplaces. However, the real
purpose of the study was to find out which factors (for example age and knowledge)
influence the tendency of people to provide sensitive information.

You have not been told that we would attempt to “phish” you, and we apologize for that.
We are sorry we could not tell you the aim of the study beforehand — if we had, you would
have been prepared and that would have changed the outcome of the study. We hope for
your understanding. With the knowledge that we gather in this study we are able to
develop tailored and innovative awareness and education programs (for example digital
mini-games) to prepare people for “phishes” and to ultimately work on an improved
personal and organizational information security. We now know for example if we should
develop tailored programs for specific age groups.

We guarantee that your data will be kept safe and will not be shared with your employers or
colleagues. Collected data (e.g. answers to our questionnaire) will be stored in an
anonymized way using non-identifiable codes. Identifiable personal data (e.g. the e-mail
address we used to contact you) will always be stored separately from the collected data.
Only employees from AIT will have access to the data. Your data will be only analyzed in an
aggregated way; we will not analyze data of single persons. The data will only be analyzed
for the research purpose of developing tailored programs to prepare people against
phishing attacks. We will only collect, store and process data strictly necessary for this
research purpose.

However, we fully understand if you would like to withdraw your data from the study. If you
would like to do so, please indicate here:

() Yes, I would like to have my data withdrawn from the study
( ) No, you can use my data for research purposes as stated above.

Either way, if you feel uncomfortable having participated in this study or experience any
unpleasant after-effects (e.g. stress), we can put you in contact with psychologists from AIT
Austrian Institute of Technology, who will talk to you about your experience and suggest
means to deal with it.

() Yes, please contact me. This is my preferred way of being contacted:

() No, I don’t like to be contacted at this point.

If you experience unpleasant effects any time after you saw this message, or have any
further questions, please note the contact details from Marc Busch, psychologist at AIT
(Marc.Busch@ait.ac.at; 0043 664 8894935). He will help you with any questions, problems
or concerns related to this study.

If you don’t want to have your data withdrawn from the study, we might also contact you at
a later point to ask you about your experience after participating in the study.
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One last thing: Please don’t talk to your fellow employees about this study, it might be that
they also participate(d) in this study and that they have been, or will also be “phished”. The
success of the project relies on keeping the real intention of the study secret for as long as
possible — we rely on you to keep it so.

This research is partly funded by the European Union.

5.3 Recruiting letter for external companies participating in DOGANA
studies

Dear Sir or Madam,

we are the AIT Austrian Institute of Technology (http://www.ait.ac.at/?L=1), a non-profit
independent research organization located in Vienna, Austria. We invite your organization
to participate in a research project about organizational information security. Information
security is an important asset for companies; however a recent PricewaterhouseCoopers
survey on information security (http://www.pwc.com/gx/en/issues/cyber-
security/information-security-survey.html) shows that employees are still the greatest risk
for information security. A big issue is employees falling for phishing attacks, which are
deceptive e-mails and messages asking for sensitive organizational data.

In a research project partly funded by the European Union we are investigating the factors
that are responsible for employees falling for such phish. This helps us to design and to
investigate effective countermeasures, such as trainings, awareness programs and mini
games aiming at educating employees about the risks of phishing. For this study, Austrian
privacy law and requirements are applicable.

How could your company participate in this research project?

If you decide to participate, you would provide company e-mail addresses of employees
who you suggest to participate in studies. Before each of the following measures, we would
provide you with e-mails and documents we planned to send out to the participants, and
access to our panel, for review and approval.

We would send an e-mail to the employees you provided us with, telling them that they
could voluntarily participate in research studies about the “use of information and
communication technologies at the workplace” and that you provided their e-mail address.
If they chose to participate, they would register on a participant panel and would be
contacted at a later date to fill out an online questionnaire. Some time after that, they
would receive a phishing attack sent by us. Immediately after clicking on the “fake” link,
they will be debriefed in writing, explaining the real intention and goal of the study with full
right to withdraw their data from the study. If they agree, we will contact them after a while
to make sure they were not distressed from participating in the study.

We will not tell participants beforehand that the study is about phishing, as this would
“warn” them for an upcoming “phishing attack” and would bias the results of the study. We
would thus ask you not to disclose more information than necessary to your employees
before the study is finished.

What happens with the data that is collected?



http://www.ait.ac.at/?L=1
http://www.pwc.com/gx/en/issues/cyber-security/information-security-survey.html
http://www.pwc.com/gx/en/issues/cyber-security/information-security-survey.html

D 4.2 DOGANA-Model Version 1

We guarantee that your data will be kept safe from third parties. Only employees from AIT
will have access to the data. Data about the companies (including name of the company) or
employees will not be made public. Data will be only analyzed in an aggregated way; we will
not analyze data of single persons. The data will only be analyzed for the research purpose
of developing tailored programs to prepare people against phishing attacks. The data will be
used for reports and publications only in an aggregated and anonymous way that does not
allow any conclusions to single companies or employees.

What is your benefit in participating in the study?

After the study is finished, you will get an aggregated report on the outcomes — tailored to
your organization. This will show you weaknesses in your organizations’ information
security. Based on the results, we will make suggestions on how you could improve your
organizations information security through training and awareness programs. Additionally,
your company can participate in exclusive (and free) tests of the newly developed training
and awareness programs.

If you have any questions, please don’t hesitate to contact us!

Best

Marc Busch

(Signature)
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6 LEGAL AND ETHICAL CHECKLIST

Table 3: Self-assessment of legal and ethical issues as described in D 1.3. This deliverable follows the checklist for user studies and trials (D
1.3. Section 5.2.) as per Section 6 of D 1.3.

Risk (as described in D1.3
Section 3)

Requirement

Argumentation

Stage 1.
Preliminary
measures

The research results may have
a severe negative impact on
the human rights  of

(e.g.
discrimination,

individuals or groups
privacy,
stigmatization)

Risk mitigation, such as

1 ahuman rights impact assessment
2 theinvolvement of human rights experts in the
research
3 training of personnel and/or technological
safeguards
Risk-assessment

4  details on how the research could affect human
rights

5 details on the measures which were taken to
prevent abuse

The research could potentially be a danger for the
privacy of the employees, as data (e.g. personality or
gender in the light of susceptibility to phishing [see
factors in section 2]) about them will be collected.
However, identifiable personal information will be
data.
Furthermore, the data will be stored in a safe and

always stored separately from these
secure way and only a restricted number of people
from AIT (Michaela Reisinger, Marc Busch, Peter
Wolkerstorfer, Manfred Tscheligi) have access to the
raw data.Data presented in publications or to
employers will use aggregated data only, in which
individuals cannot be identified. If certain groups are
identified as more vulnerable to phishing, care will be
taken to include and suggest their underlying and
mediating factors and use our focus on intervention to

prevent discrimination against this group.

The research has the potential
to be abused or misused

Risk-assessment

6 details on the measures taken to prevent abuse
7 if applicable, copies of personnel security
clearances
Details on the storage and destiny of the research data

Research data will be stored on secure servers and
stored only there. Raw data will only be accessible to a
limited number of AIT employees (see above), the
prevent misuse.
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Incompliance with data | Notification of the processing of personal data to the | The data will be handled according to the Austrian data
protection law DPA protection law. AIT has a registered number for
processing of research data.
Incompliance with data | Assessment of the ethical implications of the chosen | All ethical implications have be considered, ethical
protection law > human | methodology procedures for the conduction of studies have been
volunteers Description of the recruitment procedures developed, a two-stage consent process is
implemented and participants will be informed about
Consent forms o
research goal, purpose, procedures and their rights.
Information sheets — describe the goal of the research,
the categories of data you are going to collect, the
reasoning behind the collection of the personal data,
the way how this information will be used and how it
will be stored and what will happen with the data after
the research
Stage 2. Research The research may have a | Research methods for correct interpretation of the | Standardized psychological methods (e.g. for
. . negative impact on human | research results should be provided assessment of personality) will be used to ensure
considerations ) . ]
rights correct interpretation of results.
Incompliance with data | Post-consent forms and specified procedures must be | A two-stage consent form process is implemented with
protection law > human | provided pre- and post-study informed consent. The informed
volunteers consent includes information on the types of data

(examples given in the deliverable will be expanded
according to the study at hand). The data will only be
analyzed for the research purpose of developing
tailored programs to prepare people against phishing
attacks. We will only collect, store and process data
strictly necessary for this research purpose.

Confidential Dogana internal
could be
the

information

disclosed through

Caution when publishing or otherwise disseminating
those results

Compliance with non-disclosure agreements and other

In all publications only aggregated data will be
presented. We will

with

non-disclosure
New York

comply with

agreements third parties (e.g.
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research

contracts in relation to the research data

Compliance with the technical partner couples

relationships

Internal check of the Trials deliverables by the End-
Users, according to the general criteria described in D2.5

Universities) and all study and trial deliverables will be
internally checked.

Data loss during the execution
of tests

Pro-active protection of the SVA platform against
potential intrusion during the execution of tests and
before destruction of the data

Research data will be stored on secure severs to
prevent data loss.

Stage 3. Post
measures

Loss of personal data

Details on the personal data storage assessment,

including access control

Details on the access control etc. safety measures

Access control will be according to AITs quality
management standards (AIT is certified according to

ISO standards).

The research may have a
negative impact on human
rights

Caution when publishing or otherwise disseminating
research results

Statement that no data other than the results of the
project (software and documentation) will be exported
to non-EU Member States.

In all publications, only aggregated data will be
presented.

No other data other than the results of the project will
be exported to non-EU Member States.

Abundant personal data are
stored for an unreasonable
time

Erasure of data or anonymisation of the data

All research data will be anonymized. We will create
non-identifiable codes for research participants
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