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Abstract
Information security has rapidly grown to meet the requirements of today
services. A solid discipline has been developed as far as technical security
is concerned. However, the human layer plays an increasingly decisive role
in the managing of Information Technology (IT) systems. The research field
that studies the vulnerabilities of the human layer is referred to as Social
Engineering, and has not received the same attention of its technical counterpart. We try to partially fill this gap by studying the selection of the
Human Attack Vector (HAV), i.e., the path or the means that the attacker
uses to compromise the human layer. To this aim, we propose a multilayer
model, named Victim Communication Stack (VCS), that provides the key
elements to facilitate the choice of the HAV. This work has been carried out
under the DOGANA European project.
This paper has been published in the Proceedings of the 12th International Conference on Availability, Reliability and Security (ARES 2017), August 29 - September 1,
2017, Universit degli Studi Mediterranea di Reggio Calabria, Italy and the support of the
DOGANA project (GA no. 653618)
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Introduction

Information Technology (IT) plays a pivotal role in our society. Data are
the fuel of the new economy and have therefore rapidly gained high financial
value. The commerce of data has become an appealing source of revenue for
cyber criminals, who steal them from companies and sell them on the black
market. It has been estimated that the average lost for a breach of 1000
records of data is between $52000 and $87000 [1].
A relevant portion of data is generated by cheap and portable devices
equipped with many functionalities (e.g., camera and GPS trackers), which
results in advanced services increasingly tailored to the final users, e.g.,
location-based services [2] and user-specific advertising [3]. Thus, beside
their economic value, the trade of data also raises severe privacy concerns.
Due to these reasons, efficient security procedures are constantly needed to
ensure that the likelihood of data breaches remains as low as possible.
Modern cyber-attacks can be roughly divided in two main categories:
technical and non-technical ones. Traditional security countermeasures have
mostly focused on the technical aspect of cyber-attacks, i.e., those that exploit the vulnerabilities of the devices. For instance, the IPsec protocol [4]
has been developed to meet security requirements not satisfied by the original
IP protocol.
However, the final user who manages IT systems presents vulnerabilities
and is prone to errors. Moreover, various emerging phenomena (e.g., the
Bring your own device (BYOD) paradigm [5]) further increase the power that
final users have on their data. With great power comes great responsibility,
and many unskilled or inattentive users might be unprepared to cope with
new complex attacks. Given also that the human layer is widely considered
as the weakest link of the security chain [6], it is of paramount importance
to efficiently secure it.
The research field that studies how to attack the human layer is referred
to as Social Engineering (SE). It is a broad discipline grounded in psychology
and finds its natural application in the context of information security. SE
is receiving more attention during the last years. For example, the ongoing
DOGANA1 project is aimed at doing a step forward in the research on SE.
SE attacks might not be limited to the cyberspace (e.g., shoulder surfing
is the action of looking over the victim’s shoulder to obtain confidential in1

http://www.dogana-project.eu/ (Grant Agreement Number 653618)
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Figure 1: Complete Attack Vector and its relation with HAV, TAV and the
business strategy
formation, not necessarily the digital ones, such as passwords and PINs [7]).
However, despite its hybrid nature, we strongly believe that this discipline
might benefit from the use of engineering approaches, e.g., modeling of the
attack phases.
A foundamental part of a cyber attack is the choice of the attack vector,
i.e., the path that the attacker uses to pursue her malicious goal. Modern
attacks are formed by a combination of human attack vectors (HAV) and
technical attack vectors (TAV). The former is created to compromise the
human layer. The latter is created to compromise the devices. As the most
disruptive attacks are motivated by financial goals, we depict in Figure 1 a
schema representative of this scenario.
Examples of commonly used HAV include phishing, baiting and dumpster
diving. As SE is still in its infancy with respect to its technical counterpart
[8], we try to partially fill this gap by focusing on the choice of the HAV.
We propose a multilayer theoretical model, named Victim Communication Stack (VCS) Model, which is composed of 6 layers: persona modelling,
semantic, syntax, medium, device and context. Details about each layer will
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be given in Section 2. The model provides an effective way to create a victim
template from which the most suitable HAV is derived. Both attackers and
defenders are expected to benefit from the use of this model. On one hand,
attackers will benefit from a more structured process for the selection of the
HAV. On the other hand, defenders will be able to perform better analysis
of the experienced attacks and accordingly propose tuned countermeasures.
The paper is structured as follows. In Section 2 the VCS model is described in detail. In Section 3 a review of the literature is presented. Section
4 is devoted to the presentation of various scenarios where the VCS model is
used. Section 5 concludes the paper.

2

The Model

In this Section we describe the VCS model, which is used to choose the most
suitable HAV. We take inspiration from the ontological model presented in
[8], as it identifies the main entities involved in a SE attack. By entity we
refer here to both the abstract ones (e.g., persuasion principles) to the more
concrete ones (e.g., type of medium). Those entities have been mapped onto
our model, which is composed of 6 layer, namely Persona modelling, Semantic, Syntax, Medium, Device and Context. This choice has been motivated
by the high semantic and flexibility provided by multilayer models, such as
the widely-used ISO/OSI [9]. The VCS model is depicted in Figure 2.
The users of the model (being the attacker choosing the HAV or the
defender analyzing the attack) exploit the relation between adjacent layers,
where each layer works based on information received from the upper one.
In the following, the layers composing the model are described in details.

2.1

Persona modelling

The first layer of the model facilitates the selection of the victim, i.e., the
type of person that most likely gives access to the desired asset, which is the
attacker’s ultimate goal. The modelling of the victim is done by projecting
her profile over a set of different dimensions. The choice of the dimensions
should take into account the impact that they have on the likelihood to be
victim of a SE attack.
The dimensions that we propose in this work are:

draft pre-print copy

2.1 Persona modelling

draft pre-print copy

2 THE MODEL

Figure 2: Victim Communication Stack (VCS) Model
• Personality : this dimension concerns the identification of salient personality traits of the potential victim. The correlation between personality profiles and likelihood to be victim of a phishing attack has been
shown in [10], where it has been proved that, the more extrovert a person is, the more likely she will open suspicious mail attachments. The
use of personality templates (e.g., [11]) might help.
• Biographical Data: age and gender are the most common examples,
and have been studied in relation with the susceptibility to fall victim
of a succesful attack.
• Social Role: the role, being it both social (i.e., popular person) or
related to the job (e.g., the boss).
• Cultural background : this dimension can be very large, since it may
include the religious background as well as the type of academic path.
In particular, we consider important the relation that the potential
victim has with the technology.
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Semantic

The Semantic layer deals with the approaches that the attacker takes in
order to strike the right note with her victim. From the higher layer, i.e., the
Persona Modelling layer, the social engineer is able to make some assumptions
about the mindset of the victim and infers her values and world view. Mind
sets are unavoidable and implies a strong cognitive bias on one’s reasoning
[12]. The attacker exploits this intrinsic human characteristic to choose the
most suitable persuasion technique to use. The 6 Cialdini’s principles [13],
namely Reciprocity, Commitment and Consistency, Social Proof, Authority,
Liking and Scarcity are considered the basis of all the persuasion techniques.

2.3

Syntax

The syntax layer shapes the stylistic elements carrying the message. Stylistic
choices may relate, for instance, to the style of the language (e.g., body
language), to the graphic elements and to the linguistic register. This layer
particularly depends on the upper one, as syntax and semantic are expected
to be particularly consistent. Otherwise, it is more likely that the victim will
have doubts about the malicious person [12]. For example, if the attacker tries
to persuade her victim by saying only what she likes (i.e., Liking principle
[13]) but her body language is inconsistent with the delivered message, it is
easy for the victim to unmask her real purposes.

2.4

Medium

This layer concerns the choice of the medium to use to perform the attack.
Some examples of media are: social media interactions, mail and chats, voice
and physical presence, rogue mobile Apps and malevolent advertisements.
The decision of what is the best medium to employ strongly depends
on the skills and self-confidence of the attacker. For example, the physical
presence requires a better preparation (e.g., knowledge of the body language)
and a different emotional control with respect to the far more impersonal email medium.
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Device

At this layer the attacker reasons about the device from which her victim
will be attacked. For example, in case of phishing SMS, the device is likely
to be a smartphone.
Notice that the proliferation of a vast amount of different types of devices
has been accompanied with the evolution of increasingly pervasive interaction
methods. The heterogeneity of the user interfaces is a non-negligible factor,
as attacks may be crafted according to interaction that the victim has with
the device. For example, the exposition to hundreds of notifications might
lower the level of attention [14], and increase the likelihood to fall victim of
a SE attack.

2.6

Context

It is arduous to clearly define what the context is. In the information security
field the context has been defined as every single piece of information that
can categorize the situation of an entity in a given instant of time [15].
Concerning the choice of the HAV, the context refers to the characteristics of the environment, the time and the place where the attack will be
perpetrated, e.g., office during working hours. In this scenario, the contextaware computing paradigm [16] takes on particular importance, as a social
engineer might leverage real-time context-related data, which are directly
gathered from digital devices.

3

Related Work

This work tries to adapt the ontological model proposed in [8] to the selection
of the most suitable HAV. To the best of our knowledge, this is the first
attempt to provide a structured guideline for choosing the most suitable HAV
based on victim templates. Therefore, there is not a reference literature for
this specific topic. Consequently, we present the related work showing the
relation of each layer of the model with the SE.

3.1

Persona modelling

A fundamental aspect of the persona modelling phase is the analysis of personality. The topic is very heterogeneous and not trivial to study. The
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dominant papers in the field are [17] and [11]. The latter is an evolution of the former, and it is widely considered as a main reference model.
It provides five dimensions of personality, namely Openness to experience,
Conscientiousness, Extraversion, Agreeableness, and Neuroticism. The fivepersonality model has been widely used, e.g., to study job satisfaction[18]
and leadership traits [19].
Studies on the relation between SE and personality traits have been presented in the literature [20, 21, 22]. For example, extraversion has proved to
influence the tendency to reveal sensitive information [21].
Beside the personality traits, other factors have been studied in relation
with the susceptibility to fall victim of a SE attack, such as the age [20, 23],
the gender [24] and the cultural background [25, 26, 27].

3.2

Semantic

Persuasion techniques have received a lot of attention in the literature [28,
13, 29, 30]. They exploit intrinsic weaknesses of the human being, such as
the unavoidability of cognitive biases. The topic is well described in [12].
The 6 Cialdini’s principles briefly presented in Section 2 are a cornerstone
of the theory of persuasion, and are extensively described in [13]. The importance of persuasion in relation with SE has been studied, mostly as far
as phishing is concerned [31, 32].

3.3

Syntax

The stylistic choices refer to various elements, ranging from the body language to the linguistic register. The relation between body language and
social engineering has been studied in [33]. Concerning attacks that require
a written part (e.g., phishing e-mail) it has been shown that words should
be chosen in order to increase the sense of urgency [34]. We assume that the
same applies to the tone of voice (e.g., in vishing attacks), although none of
the found sources have explored this issue.
We argue that the impact that this layer has on SE has not received the
due attention in the literature. For example, to the best of our knowledge, a
systematic study on the impact that the linguistic register has on the success
of an attack (e.g., phishing) is still missing. The topic may represent a
considerable step forward in the study of SE.
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Medium

The number of possible media that a social engineer may utilize is very large.
In order to make this choice as much effective as possible, the attacker might
benefit from a deep understanding of the relation between victim’s profiles
and preferred medium. For instance, in [35] it has proved that age is a key
factor in adopting a particular medium, e.g., elderly people likely do not use
e-mails. Relation between SE and Social Networks (SN) has been studied,
e.g., in [36]. SN proved to be one of the most favorable landscape for a social
engineer, due to the numerous attack vectors that they present.

3.5

Device

Traditional SE attacks (e.g., e-mail phishing) may not require the victim to
use a particular type of device. However, the incrasingly complex landscape
of Human Machine Interfaces (HMI), as well as the multiplication of stimuli
received by the victim, increases the power of the social engineer to craft
attacks tailored to a particular device [14].
Devices play a particularly relevant role as far as information gathering
is concerned. In fact, pervasive devices (e.g., IoT devices) have been widely
used to obtain sensitive information about victims. For instance, smart TVs
have been used to gather information concerning the psychological profiles
of users [37]. Moreover, the attacker can leverage the ability of IoT devices
to act in the physical space to further induce the victim into performing
undesirable actions. The topic has been covered in [38].

3.6

Context

As documented in several studies (e.g., [39]) the context is relevant for a SE
attacks and then as a part of the VCS, because it influences the attentive
processes. Change of contexts changes the perceptions and reactions to attacks. Therefore, the choice of the context is mainly motivated by the level
of attention that the victim is expected to have in a particular situation. As
mentioned in Section 2.6, time and space are key dimensions that characterize the context, and are both related with the expected attention of the
victim. For instance, it has been proved that attention is lowered in crowded
places [40] and after many working hours [41].
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From Theory to Practice

The VCS provides a victim instance that facilitates the choice of the most
appropriate HAV. The attacker, based on the specific victim’s profile that she
obtains, performs a selection of the most suited components of the attack,
layer by layer. However, due to the numerous variables that the problem
presents, the passage from theory to practice (i.e., from the VCS instance to
the actual HAV) is not straightforward. Therefore, in the following we provide some examples that help to understand this passage. A final discussion
summarizes the benefit of the VCS. For the sake of simplicity, and without
loss of generality, we describe scenarios where the TAV is not used.

4.1

Imaginary Scenario

In this section we put ourselves in the shoes of the attacker, starting from
an imaginary but plausible scenario. The aim is to show the effectiveness of
the VCS from her point of view.
A person with malicious goals finds out that a lot of valuable digital
devices (e.g., smartphones and laptops) are used on a daily basis in the
computer laboratory of the university campus. The attacker also finds that
students are normally allowed to get inside the laboratory, if provided with
a badge card. Her aim is to steal some of these objects and, at a later stage,
to try to extract useful information from them.
We now show how the attacker can use the VCS to build a victim instance,
from which the most suitable HAV can be easily derived.
• Persona profiling : students are nearly always young and friendly
people, with few worries about potential frauds.
• Semantic: the attacker can gain the trust of her victim by employing
the Reciprocity persuasion principle.
• Syntax : the chosen linguistic register, as well as the body language,
should be as much friendly as possible.
• Medium: physical presence and normal chatting.
• Device: no device is needed.
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• Context: when lecturers are finished (e.g., in the late afternoon), when
it is normal that only few people are still at the university.
A possible HAV is the following. The attacker poses herself as a normal
student and offers her victim a coffee under the pretext of getting useful information, e.g., about lectures and exams. After having gained her trust, she
claims that her own badge card got lost, likely inside the computer laboratory. The attacker asks her victim to borrow her badge card for a while, she
gets into the laboratory and pursues her goals. Notice the relevance of the
chosen context, as the victim feels to be the only one able to help a person
in need.

4.2

Analysis of the suffered attack

Here we show how the VCS model can be used to rigorously analyze suffered
SE attacks. The aim is to decompose the HAV into its main components.
We start from a real attack that have been carried out against US WhastApp
users, in August 2015.
Attackers who claimed to be legitimate traders of authoritative companies
(e.g., JPMorgan2 and Goldman Sachs3 ) used WhatsApp to spread spam
messages saying that the stoke price of the Avra Inc4 company would have
experienced a sudden increase in the following days. The fake campaign was
effective, since the price increased by 640% from its opening price of $0.17 to
its peak of $1.265 . As expected, the stock price crashed shortly thereafter.
In the following we use the VCS model to analyze the HAV relative to
the described attack.
• Persona profiling : the spam message has been sent to an unknown
number of WhatsApp users, without any explicit selection criteria. The
number of receivers was high and, from statistical considerations, we
can easily conclude that the general background was far from cybersecurity.
• Semantic: both the Liking and the Authority techniques have been
used. In fact, by receiving an appealing message, victims feel to be
2

https://www.jpmorgan.com/country/IT/en/jpmorgan
http://www.goldmansachs.com/
4
http://www.avraglobal.com/
5
https://www.helpnetsecurity.com/2015/08/28/the-whatsapp-of-wall-street/
3
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privileged (Liking persuasion principle). Authority is implicitly used
as the messages apparently came from traders belonging to a renowned
company (e.g., JPMorgan).
• Syntax : the linguistic register is that of the everyday life, as it aims
at increasing the level of trust. An example of message that has really
been sent is6 : It’s will with jpmorgan I remember you wanted me to tell
you next time I have a good tip. AVRN is going up 300% next week.
Dont tell me I didnt give you a heads up ;).
• Medium: the WhatsApp platform.
• Device: any device supporting WhatsApp, e.g., mobile terminals.
• Persona profiling : early hour in the Friday morning, to exploit the
potential reduction of attention just before the week end.

4.3

Some final considerations

We envision two broad target categories of users of the VCS: the attacker
and the defender.
As far as the former is concerned, the HAV is not rigidly derived from the
victim template obtained using the VCS, which is just a theoretical model
aimed at helping the attacker to rigorously organize the information found
about her victims. HAVs are not well-defined entities and are therefore not
easily categorizable. Thus, it is not possible to provide a precise method
to extract the HAV from the VCS template. The creativity of the attacker
plays a crucial role in this phase. The example described in Section 4.1 may
help to understand this passage.
As far as the latter is concerned, the VCS helps the defender (e.g., the
security manager of a company) to rigorously analyze the suffered attack by
disassembling it into its main components (see Section 4.2). This approach
allows the defender to understand the weaknesses of the human capital and,
possibly, to propose tailored countermeasures, such as suitable awareness
programs. Awareness programs are methods that the security manager of a
company uses to raise the level of awareness of the employees in the field of
information security. Examples of awareness methods are posters or lectures.
They have been extensively studied during the DOGANA2 project, mostly
in relation with their effectiveness (e.g., by means of SWAT analysis). We
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believe that the selection of the most suitable awareness method can strongly
benefit from the use of the VCS model.

5

Conclusions

This study started from the observation that a reference model for the selection of the most appropriate HAV was never presented in the literature. In
order to fill this gap, we proposed a layered model that helps to choose it by
disassembling a SE attack into its main components.
We called the model Victim Communication Stack (VCS). The model
encompasses all the main characteristic of a HAV, and is not limited to a
particular scenario. The VCS model is expected to be beneficial for the
attacker and for the defender. The former will more easily choice the main
components of the HAV. The latter will be able to better analyze a) suffered
attacks and b) the vulnerabilities of her human capital [42].
As a future work, we plan to study the applicability of the VCS model
to various scenarios, such as the selection of the most suitable awareness
method.
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